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Knowage

KNOWAGE is the professional open source suite for modern business analytics over traditional sources and big data
systems. KNOWAGE is the new brand for SpagoBI project: this new brand marks the value of the well-known open
source business intelligence suite after significant functional and technological transformations and a new offering
model. The suite is composed of two main modules and four different plug-ins, each one conceived for a specific
analytical domain.

The two modules are:
* ER (enterprise reporting), to produce and distribute static reports

e SI (smart intelligence), the usual business intelligence on structured data, but more oriented to self-service
capabilities and agile prototyping

The four plug-ins that can added to Smart Intelligence module are:
* SD (smart data), to combine Solr index with other data sources and provide faceted views and full text search

* LI (location intelligence), to handle spatial data providing multi-layer maps where geographic information joins
traditional data shown by other standard widgets

* PM (performance management), to define KPIs with thresholds, schedule their evaluation and publish them
natively in a widget
* CA (custom analytics), to add what-if capabilities e take full advantage of R/python embedding possibilities
KNOWAGE supports a modern vision of the data analytics, providing new self-service capabilities that give autonomy
to the end-user, now able to build his own analysis and explore his own data space, also combining data that come

from different sources. If this is your first contact with KNOWAGE, it is highly recommended to have a look at the
website.

KNOWAGE source code repository is available on GitHub! Visit the repository.
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CHAPTER 1

Before starting

1.1

Documentation structure

Knowage documentation is composed by four main areas:

Installation Manual,
General User Manual;
General Administrator Manual;

Functionalities.

Each one focuses on a specific aspect of the product: how to properly install it, how to generally approach the suite,
which are the general tools an administrator has access to and which are the analytical potentialities of the platform.

1.2

Target

Each area is thought to be delivered to different users.

Installation Manual: it is directed at technical users. It provides all the instructions needed to install and
configure the Knowage suite. Here the essential steps to succeed with the standard installation on certified
environments will be described, including the optional use of CAS as a SSO solution and the use of HTTPS
protocol.

General User Manual: it is directed at unskilled end users. It provides a first approach to Knowage interface
and functionalities. It can be used as a first approach to Knowage. It focuses on all those elements which are
shared among the products and involves the end user.

General Administrator Manual: it is directed at Knowage administrator. It describes all the management and
configuration tools shared by all Knowage products.

Functionalities: it is directed at all kind of users. Here each user can find detailed instructions on how to develop
different kind of analysis exploiting all BI capabilities of Knowage platform. Notice that when a functionality
is strictly related to a specific module it will be notified.
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1.3 About conventions

Some graphical conventions have been adopted to allow readers to easily identify special contents such as notes,
summaries and essential information. All conventions are explained here after.

Note: Read more

This icon refers to additional documentation, internal or external sources that may be useful for the reader.

Warning: Warning

This icon warns the reader about possible errors and issues using Knowage.

Hint: Advice

This icon provides best practices and suggestions.

Important: Notable content

This icon highlights relevant content, to be drawn to the reader’s attention.

The following fonts have been adopted, to easily identify special words and expressions:
* Menu, Menu items and static label refer to specific element of Knowage GUI;
¢ Input field is a label referencing input fields in Knowage GUI;

* Code example is a piece of code showing configuration patterns or parts of document template.

4 Chapter 1. Before starting



CHAPTER 2

Installation Manual

2.1 Goal of the document

The present document illustrates how to install and configure the Knowage suite. There will be described the essential
steps to succeed with the standard installation on certified environments, which includes the optional use of CAS as a
SSO solution and the use of HTTPS protocol.

2.2 Requirements

Before going into details on Knowage installation, it is necessary to check if certain requirements are satisfied. We
start to distinguish between the certified environments and the compatible ones. The first are those where check tests
take place. The latter are those environments technically compatibles but where integration tests are not executed.

2.2.1 Operating systems

The following Operating Systems (OS) are those ones which suit with Knowage platform.

Table 2.1: Certified environments
Certified Environments
Operating System | Version
CentOS 7 64-bit
Windows 7,10




Knowage

Table 2.2: Compatible environments

Compatible Environments

Operating System Version

RHEL Red Hat Enterprise | 7

Ubuntu 18 LST
Windows server 2019, 2012, 2008

2.2.2 Disk usage

The Knowage installation requires 2 GB of available space on file system. This space does not include the space
relative to the data and the metadata storage.

2.2.3 Java environment
The enviroment in which Knowage will be installed must include a JDK 1.8 installation. Be sure that the JDK

component is successfully installed and that the environment variable JAVA_HOME is properly configured. The steps to
configure it depend on the OS. Knowage 7 is compatible with Open JDK 1.8.

2.2.3.1 Linux
Define the JAVA_HOME variable inside the users’ file .bash_profile used in the installation process

Listing 2.1: Instructions to set the JAVA_HOME variable for Linux en-
vironment.

export JAVA_HOME=<root path of the Java installation>
export JAVA_HOME=/usr/lib/jvm/jdk1.8.0_60/
export PATH=$JAVA_HOME/bin:$PATH

2.2.3.2 Windows

Define the JAVA_HOME variable and PATH in the section “Environment variables” which can be reached from the
“System”.

2.2.4 Application server

The following lists the supported application servers:

Table 2.3: Supported application servers

Support type | Application Server | Version
Certified Apache Tomcat 9

For each application server installation please refer to its official documentation.

2.2.4.1 Tomcat 9.0

In the following we will refer to Tomcat installation folder as TOMCAT_HOME.

6 Chapter 2. Installation Manual
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Variabili dellutente per bernabei

Variahile Valore

JAVA_HOME C:\Program Files\Javaljdk1.7.0_51

TEMP %l JSERPROFILE%:\AppDatalLaczl\Temp

TP %Ll JSERPROFILE%: \AppDataiLocal{Temp
Muova... ] [ Modifica... ] [ Elimina

Variabili di sisterna

Variabile Valore =

CLASSPATH 3L PROGRA~1\BM\SOLLIBavaldbZ. .. L

ComSpec C:Windows\systern32\omnd. exe

DB2INSTAMCE DB2

FP_NO_HOST C... NO v
[ Muova... ] [ Modifica... ] [ Elimina ]

[ Ok, ][ Annulla ]

—al

Variabili dambiente =

Fig. 2.1: Setting the path for the JAVA_HOME variable for Windows

2.2. Requirements
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2.2.4.1.1 Tomcat on Linux

It is recommended to create a proper user for the execution of Tomcat. We state the main steps to follow for this
purpose.

¢ Create the Tomcat user.

useradd -m tomcat
passwd <password for the tomcat user>

* Install the Tomcat using the Tomcat user. Remeber to define the TOMCAT_HOME variable.

export TOMCAT_HOME=<path of the installation Tomcat root folder >

* Be sure that the Tomcat uses the JDK 1.8: usually the Tomcat settings are defined in the TOMCAT_HOME/bin/
setenv. sh file, therefore if the TOMCAT_HOME/bin/setenv. sh file does not exit, the user must create it and
insert it in the content as shown below. Note that CATALINA_PID contains the ID of the Tomcat process and it
kills the process if needed.

export CATALINA_PID=<root folder of the Tomcat installation>/logs/tomcat-knowage.pid
export JAVA_HOME=<root folder of the JDK 1.8 installation>

¢ Modify the TOMCAT_HOME/bin/shutdown. sh file to force the shut down of the application in case of hanging:

exec "$PRGDIR"/"S$EXECUTABLE" stop -f "$@"

2.2.4.1.2 Tomcat on Windows

It is recommended to install Tomcat as a service. Documentation is available at https://tomcat.apache.org/tomcat-9.
0-doc/windows-service-howto.html.

2.2.5 Database schema for metadata
Knowage uses a schema to manage metadata, that is all those information required for its operation. These concern

the configuration, the users and the analytical documents. It is possible to use the following DBMSs for the creation
of this schema.

Table 2.4: Exploitable DBMSs for the metadata schema creation

Support Type | DBMS Version
Certified Oracle 8,9,10,11,12
Certified MySql 5.7,8

Certified PostgreSQL | 8.2,9.1,12.3
Certified MariaDB 10.1, 10.2, 10.3

Therefore, a schema must be available. It can be reached through the JDBC protocol by the Knowage installation
server; such a schema will be called metadata DB in the following. Observe that Knowage includes all the DDL for
table creation.

2.2.6 Database schema for data

A schema for data must be also available. It can be queried through Knowage and can be reached through the JDBC
protocol by the Knowage installation server; such a schema will be called data DB in the following.
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2.2.7 NodedS requirements

Important: Enterprise Edition only

NodelS is required only for Enterprise Edition.

Knowage includes some Nodel]S scripts that need to be executed with NodeJS 12 or greater: see NodelS official
documentation for the installation process.

2.2.7.1 CentOS
In CentOS you need to erase older versions of NodeJS, if present:

Listing 2.2: Command to erase older versions of NodeJS

yum erase -y nodejs

Then you need to clear YUM cache and update all local packages:

Listing 2.3: Cache clearing and system updating

yum clean all
yum update -y

Next you can install the official repository of NodeJS:

Listing 2.4: Installation of the repository of Node]S

curl -sL https://rpm.nodesource.com/setup_12.x | bash -

Important: If you are behind a corporate proxy, you would need to set http_proxy and/or https_proxy.

Finally you can install NodeJS:

Listing 2.5: Installation of NodeJS

yum install -y nodejs

2.2.7.2 Ubuntu
In Ubuntu you need to erase older versions of NodelJS, if present:

Listing 2.6: Command to erase older versions of NodeJS

apt-get remove nodejs

Then you need to clear APT cache and update all local packages:

2.2. Requirements 9
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Listing 2.7: Cache clearing and system updating

apt-get update
apt-get upgrade -y

Next you can install the official repository of NodeJS:

Listing 2.8: Installation of the repository of NodelS

curl -sL https://deb.nodesource.com/setup_12.x | bash -

Important: If you are behind a corporate proxy, you would need to set http_proxy and/or https_proxy.

Finally you can install NodeJS:

Listing 2.9: Installation of NodeJS

’apt—get install -y nodejs

2.2.8 Chromium requirements

Important: Enterprise Edition only

Chromium is required only for Enterprise Edition.

Knowage provides a distribution of Chromium for its functionalities but some other dependencies are needed. In Linux
distribution you need to install following Chromium dependencies:

Listing 2.10: Installation of Chromium dependencies

# For Cent0S 7
yum install -y at-spi2-atk cups-libs expat glib2 glibc.i686 glibc libcanberra-gtk3 libgcc libstdc++ 1ibX11.
—1ibXScrnSaver minizip nspr nss-mdns nss-util nss policycoreutils-python policycoreutils zlib

# For CentOS 8
dnf install -y 1ibX11 1ibX11l-xcb libXcomposite libXcursor libXdamage libXext 1ibXi 1ibXtst nss libXScrnSaver..
—1libXrandr alsa-1lib atk at-spi2-atk pango gtk3

# For Debian/Ubuntu

apt-get install -y libxssl libgtk-3-0 libasound2 libatk-bridge2.0-0 libatkl.0-0 libatspi2.0-0 libc6 libcairo2.,
—1libcups2 libdbus-1-3 libexpatl libgccl libgdk-pixbuf2.0-0 libglib2.0-0 libnspr4 libnss3 libpango-1.0-0..
—libpangocairo-1.0-0 libuuidl 1ibx11-6 libx11l-xcbl libxcbl libxcompositel libxcursorl libxdamagel libxext6..
—1libxfixes3 1libxi6 libxrandr2 libxrenderl libxtst6 bash

# For RedHat 7

yum install -y pango.x86_64 libXcomposite.x86_64 libXcursor.x86_64 libXdamage.x86_64 libXext.x86_64 1libXi.x86_
<64 1ibXtst.x86_64 cups-1libs.x86_64 libXScrnSaver.x86_64 libXrandr.x86_64 GConf2.x86_64 alsa-1ib.x86_64 atk.
—>x86_64 gtk3.x86_64 ipa-gothic-fonts xorg-x1ll-fonts-100dpi xorg-x1l1l-fonts-75dpi xorg-xll-utils xorg-xll-fonts-
—cyrillic xorg-x11-fonts-Typel xorg-xll-fonts-misc

2.2.9 Support to non-latin languages

Knowage does some of its job at server side and it could need support for non-latin languages. Some operating systems
don’t provides support to non-latin language by default: see the official documentation to enable the support to those
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languages.

For example, to install non-latin languages fonts you could use:

Listing 2.11: Installation of non-latin language fonts

# For CentOS 7
yum groupinstall fonts

# For Ubuntu
sudo apt-get install language-pack-ja

sudo apt-get install japan®

sudo apt-get install language-pack-zh*
sudo apt-get install chinese*

sudo apt-get install language-pack-ko
sudo apt-get install korean*

etc...

2.2.10 Supported browsers

Knowage supports the newest and the second to last version of these browsers:
* Google Chrome
¢ Firefox

* Microsoft Edge

Important: Internet Explorer

Internet Explorer is no longer supported by Microsoft and it is also vulnerable. Please, use one of the supported
browser listed above.

2.3 Software release

You can download Knowage through the following links:

* Community Edition: http://www.knowage-suite.com/site/ce-download/

* Enterprise Edition: http://www.knowage-suite.com/portal (registration required)
A typical release contains three elements:

* Installer, which gives you a step-by-step Knowage installation

* Web Application Archives (WARs) and DDL scripts (to populate the schema used by Knowage for its metadata)

Table 2.5: Supported databases for DDL scripts
Supported databases
MySQL / MariaDB
Oracle

Postgres
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2.3.1 Optional: using MAC address for license

If you’re using a VM on AWS cloud and you want to use Knowage EE with license, you should be sure that hardware
id doesn’t change every start and stop. To avoid this behaviour you can choose for using MAC address instead of
default hardware id calculation. You just have to add this optional row in “setenv.sh” file:

’export JAVA_OPTS="$JAVA_OPTS -Dmac.address.licensing=true"

2.4 Manual installation

2.4.1 Metadata database initialization
Knowage requires a database schema to store its own metadata (definition of analyses, datasets and so on). For
initializing such a schema, the user must execute the creation scripts provided for the DBMS in use. The package

which includes the DDL will contain the following SQL files:

Listing 2.12: Scripts for metadata schema

XXX_create.sql
XXX_create_quartz_schema.sql

where XXX represents the DBMS type (as instance ORA stands for Oracle). The corresponding SQL files for deleting
tables are also provided.

2.4.2 Using Tomcat

2.4.2.1 Dependencies

You must add required libraries into TOMCAT_HOME/11ib folder:
* the JDBC connector for the metadata database with its dependencies (if any);
* the JDBC connector for the business data database with its dependencies (if any);
¢ the commonj library with its dependencies:
— Apache Geronimo,
— Concurrency JSR-166,

— Commonl].

Important: Enterprise Edition only

To enable the Import/Export capability, please also add the JDBC connector for HyperSQLDB , taking care of using
version 1.8.0.2 .

2.4.2.2 File system resources

Create the folder TOMCAT_HOME/resources. Such a folder will contain some useful static resources and the indexes
for the search engine used by Knowage.
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2.4.2.3 Connection to metadata database

To define connection towards metadata database, edit the TOMCAT_HOME/conf/server.xml and add the information
related to the metadata database inside the GlobalNamingResources tag. Specify: username, password, driver class
name, JDBC URL and validation query (any valid query to be executed to validate connections). Connection’s name
must the jdbc/knowage:

<Resource auth="Container"
driverClassName="JDBC driver"
name="jdbc/knowage"
password="password"
type="javax.sql.DataSource"
url="JDBC URL"
username="username"
validationQuery="validation query"
maxTotal="50"
maxIdle="50"
minIdle="10"
validationInterval="34000"
removeAbandoned="true"
removeAbandonedTimeout="3600"
logAbandoned="true"
testOnBorrow="true"
testWhileIdle="true"
timeBetweenEvictionRunsMillis="10000"
minEvictableIdleTimeMillis="60000" />

2.4.2.4 Cache database connection

In some scenarios (for example when defining a cockpit document on top of a file dataset), Knowage requires a
database to be used as cache. It is highly recommended to create an empty database schema for this purpose. Then,
you need to configure it inside TOMCAT_HOME/conf/server.xml as you did for metadata database. Feel free to type
a name of your choice, in this example we used jdbc/ds_cache:

<Resource auth="Container"
driverClassName="JDBC driver"
name="jdbc/ds_cache"
password="password"
type="javax.sql.DataSource"
url="JDBC URL"
username="user name"
validationQuery="validation query"
maxTotal="50"
maxIdle="50"
minIdle="10"
validationInterval="34000"
removeAbandoned="true"
removeAbandonedTimeout="3600"
logAbandoned="true"
testOnBorrow="true"
testWWhileIdle="true"
timeBetweenEvictionRunsMillis="10000"
minEvictableIdleTimeMillis="60000" />

2.4.2.5 Connection to business data

Edit the TOMCAT_HOME/conf/server.xml and add the information related to the database containing business data
to be analysed by Knowage inside the GlobalNamingResources tag, specifying username, password, driver class
name, URL and validation query. Feel free to type a name of your choice, in this example we used jdbc/dwh:
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<Resource auth="Container"
driverClassName="JDBC driver"
name="jdbc/dwh"
password="password"
type="javax.sql.DataSource"
url="]JDBC URL"
username="username"
validationQuery="validation query"
maxTotal="50"
maxIdle="50"
minIdle="10"
validationInterval="34000"
removeAbandoned="true"
removeAbandonedTimeout="3600"
logAbandoned="true"
testOnBorrow="true"
testWWhileIdle="true"
timeBetweenEvictionRunsMillis="10000"
minEvictableIdleTimeMillis="60000"
factory="org.apache.tomcat. jdbc.pool.DataSourceFactory" />

2.4.2.6 Environment variables definition

Edit the file TOMCAT_HOME/conf/server.xml in Tomcat and add the following constants in the
GlobalNamingResources tag.

<Environment name="resource_path" type="java.lang.String" value="${catalina.home}/resources" />

<Environment name="sso_class" type="java.lang.String" value="it.eng.spagobi.services.common.JWTSsoService" />
<Environment name="service_url" type="java.lang.String" value="http://localhost:8080/knowage" />

<Environment name="hmacKey" description="HMAC key" type="java.lang.String" value="PUT ANY RANDOM STRING HERE" /
>

<Environment name="password_encryption_secret" description="File for security encryption location" type="java.
< lang.String" value="complete_file_path_with_file_name" />

Such environment variables have the following meaning:
* resource_path: resources folder path,
¢ sso_class:SSO connector class name,
» service_url:backend services address, typically set to http://localhost:8080/knowage,

* hmacKey: secret key to generate JWT tokens used by the default security mechanism. You must change it, and
do not distribute it. You can put any random alphanumeric string in it, and you can change it everytime you
want, you just need to restart Tomcat to apply the change,

» password_encryption_secret: the complete path of a file to contain the password encryption secret. The
file must contain random text of any length. This is a security configuration, so don’t use short strings. For
example, you can create a file and write text into it. Do not distribute it for any reason, create at least a backup
copy of the file. After the first start of Knowage, it will no longer be possible to change the secret key. In
case you lost this secret, look at the paragraph below to see how to update the passwords of existing users.

Important: Again we stress the point that the HMAC key must be a random string. Please DO NOT copy and paste
it from this documentation, since this will compromise the security of the application.

Below you can see an example of configuration of the above variables in the server.xml file

<Environment name="resource_path" type="java.lang.String" value="${catalina.home}/resources"/>
<Environment name="sso_class" type="java.lang.String" value="it.eng.spagobi.services.common.JWTSsoService"/>

(continues on next page)
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